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AMENDMENTS 



The following listing of Claims will replace all prior versions and listing of 
claims in the application: 

1 . (currently amended) A method for sharing a document data including the 
steps of: 

receiving, from a user of a client a request for data from a server; 
obtaining access rights for the user: and 

downloading to the client the access rights, the data, and an applet, the 
applet being operable to customize a dlspla^Lof_the_data_bv_the_client according to 
the access rights, 

u s ing a c l i e nt machin e to acc es s a s e rv e r via a n e twork and to request data 
th e r e from; 

. v e rifying a u se r' s authority to s ubmit, acc e ss, mod i fy or v ie w sa i d - data; 
communicating sa i d - enciyptod - dota - ft - om - s aid-sei^ ^ 

2. (currently amended) The invention of Claim 1 further comprising wbefeift 
said st e p of verifying that the user has a-usefe-a uthority access rights for the data 




3. (currently amended) The invention of Claim 2 wherein the step of verifying 
a us e r's id e ntity includes the step of authenticating a digital signature. 

4. (currently amended) The invention of Claim 2 wherein the step of verifying 
a - u se r' e id e ntity includes the step of authenticating a private key. 
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5. (currently amended) The invention of Claim 2 wherein the step of verifying 
a us e r' s id e ntity includes the step of authenticating a public key. 

6. (cancelled) 

7. (currently amended) The invention of Claim 1 further including the step of 
ailowino modification of the data according to the access rights p r<>vidfoo4of-$ecufe 
mod i fication of said shar e d docum e nt 

8. (original) The invention of Claim 1 further including the step of tracking 
changes in said document. 

9. (original) The invention of Claim 1 further including the step of tracking 
access of said document. 

10. (original) The invention of Claim 1 further including the step of tracking 
submission of documents. 

1 1 . (cancelled). 

12. (currently amended) The invention of Claim 1 further including the step of 
the applet causing the client to display a view of the data_for the user, the view being 
customized according to the access rights vi e w i ng said doto orrsa i d - o l iont - v i a - a 
brows e r 

13. (Previously presented) A document management system comprising: 

a server for providing data from a document stored in a folde r, the server 
operable to receive, from a user of a client, a request for the data : 

an agent associated with said folder for r e gulating acc e ss th e r e to - boscd - O F Ki 
use^s- riohts: . the agent operable to obtain access rights for the user and to cause 
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the server to download to the client the access rights, the data, and an applet the 
applet_bejn_q_operable to customize a display of the data by the client according to 
the access rights. 

first m e ans r e siding on said s e rv e r for e ncrypting s aid data; 



s e cond moans r e siding on said cli e nt for d e crypting said data. 

14. (canceled) 

15. (currently amended) The invention of Claim 13 wherein said fir s t m ea n s 
ii=H5tade cKi - firstT3pp l Qt residing on sa i d s e rv e r t he agent is operable to encrypt the data 
and the access rights and the applet is operable to decrypt the_da_ta__and the access 
rights . 

1 6. (currently amended) The invention of Claim 1 3. further comprising means for 
allowing modification of the data according to the access rights. 15 wh e r ei n said s e cond 

17. (cancelled) 

18. (currently amended) The invention of Claim 13 further including means for 
verifying a user's identit y before the agent causes the server to download the date to 
the client . 

19. (cancelled) 

20. (Canceled) 

21. (cancelled) 



myf^ting-sai^M^pted-date4ro! 
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22. (currently amended) The method of Claim 21 i nduding - the - step - of 
providing wherein downloading includes downloading the accesses rights and the 
data with a session key, wherein the access rights and the data have been 
encrypted with the session key and the session key has been encrypted with a 
public key for the user a s ess ion k e y to sa id u se r a l ong with sa id docum e nt . 

23. (currency amended) The method of Claim 22 inc l uding th e s t e p wherein 
the applet is operable to decrypt the session key with a private key for the user and 
to_de,(^p,Uhe_da_ta_and the access rights with the decrypted session ke y of u si no -a 




24-26. (cancelled) 

27. (currently amended) The method of Claim 22 wherein-said further 
comprising randomly qeneratinq_the session key is g e n e rat e d 3t random . 

28. (cancelled) 

29. (currently amended) The invention of Claim 13,, 28-ificluding-ffieaf*s-fef 
providing further comprising. meansforencryptinqthe data and the access_riqhts 
with a session key and means for encrypting the session key with a public key for 
the user, and wherein the agent is operable to cause the server to downlaad the a 
encrypted session key to ©ald-usef the client along with sald-deeumefrt the applet. 
the_enciyp_ted_access rights, and the encrypted data . 

30. (currently amended) The invention of Claim 28 . wherein the applet is 
operable to decrypt the session key with a private key for the user and to decrypt the 
data . a n dj h e access rights with the decrypted session key (ncluding m e ans for - UBin g 
o - usorte - koy - to - doorypt soid session koy . 

31-33 (cancelled) 
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34. (currently amended) The invention of Claim 29 further including means for 
randomly generating said session key. 

35, (currently amended) The invention of Claim 13 20 wherein said access 
rights are stored in a database. 
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